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Maritime security, which I here define nar-
rowly as the safety of sea-lanes of commu-
nication, offshore installations, ports and
major pipelines, is the Achilles heel of the
modern western society, and indeed a weak
spot of all developed and developing coun-
tries. Surprisingly few Scandinavian schol-
ars within the social sciences seem occupied
by this huge and complex case of security
interdependence. This lack of attention, is
probably a result of the nation-building pro-
cess in the Scandinavian states that toned
down the importance the oceans had for the
prosperity of the motherland. In contrast, in
old sea-borne empires like the Netherlands
and Great Britain, scholars and politicians
alike are highly aware of the importance
of managing and securing the great com-
mons that the oceans are. In the US, too,
naval strength has become a pillar in foreign
policy. So how come maritime security then
could be seen as a weak spot of the current
world order? I will argue that the changing
international system poses “new” challeng-
es to maritime security in addition to tradi-
tional ones, and that this produces a trend
that raises very substantial questions as to
maritime security priorities in the western
world. Moreover, no modern state remains
untouched by this development, since some
80% of the total volume of world transpor-
tation take place at sea, and the volume
of this transport is increasing. If terrorism
really goes to sea, and if piracy becomes
more widespread, the transaction costs of
the modern world economy will increase.
Two central questions regarding naval policy
would then seem particularly acute; whether
current “transformation” of the western na-
vies represents steps in the right direction,
and whether the smaller coastal states are
especially vulnerable in this respect. This
should lead us to re-examine whether the

qualitative improvements of naval weapons
systems are sufficient to compensate for
force structure reductions, since one might
easily argue that both crisis management
capabilities and the securing of sea-lanes of
communication will be highly desired quali-
ties of the future western navies. It is quite
conceivable, in fact it has already happened
against some units (USS Cole and French
tankers), that the enemies of the US and its
allies might strike against naval ships, ci-
vilian cruise ships, oil tankers, cargo ships,
offshore oil- and gas-installations, pipelines
and harbors. Spectacular and large-scale
disruption of the maritime sector will have
profound consequences. In the economic
realm, transaction costs will with all prob-
ability rise sharply after such attacks. It is
not only the lost value of ships and com-
modities that will count, but also insurance
rates and the entire logistical system of in-
dustries where producers are interdepen-
dent on each other. In the political and mili-
tary realms, consequences are much more
difficult to predict. A certain effect will be
a demand for decentralized extraterritorial
forces to protect the sinews of the modern
world-system that stretch from continent to
continent over the seas. The US or NATO
will not have the capacity to protect all sea-
lines of communication with existing plans
for future force structures and with current
doctrines. As a background for these com-
plex questions, a closer look at the “new”
maritime challenges seem justified (in real-
ity, violence at sea by non-state actors was
a substantial part of maritime challenges
until 1856, and this problem re-appeared on
the international scene in the 1990s). The
sea-lanes of communication are the sinews
of the modern global economy. That these
are secure in the absence of major interna-
tional wars has been taken for granted dur-




ing the last decades. As a matter of fact, the
body of international law that has sought
to regulate the rules of the road for mari-
time transportation, the rights and duties of
coastal states and the definition and pros-
ecution of criminal acts at sea, more or less
took for granted that coastal states should
be effective at securing maritime transpor-
tation and offshore installations within terri-
torial waters and exclusive economic zones.
These questions regarding adjacent interna-
tional waters hopefully could be addressed
through regional cooperation. However, the
development of the past 15 years has il-
lustrated that many coastal states are not
capable of securing the rights of free and
innocent passage. One central challenge
in southern, but not northern, waters dur-
ing the last decade has been that of piracy.
Piracy is defined as a criminal act (against
humanity) separate from terrorism. Howev-
er, there are some similarities between the
two. Firstly, acts of piracy are carried out by
non-state actors that do not seek any kind
of military-technological symmetrical en-
counter with the western powers. This leads
to a second parallel; pirates seek weak and
largely unprotected targets, a kind of indi-
rect approach. Thirdly, pirates clearly thrive
in areas of disorder, understood as weak
states. While weak states may have prob-
lems in controlling their territory, they more
often have even bigger problems in control-
ling the waters under their de jure national
jurisdiction. These parallels make a look into
the phenomenon of piracy worthwhile. The
1982 UN Treaty on the Law of the Sea de-
fined piracy in article 101 a) (ii) as an act
(ii) against a ship, aircraft, persons or prop-
erty in a place outside the jurisdiction of any
State. In retrospect, it is easy to see that
this would cause problems in addressing
piracy, since what for all practical purposes
was piracy was not necessarily defined as
such when committed within the jurisdiction
of a state. Needless to say, the tasks of con-
trolling expanding national zones of jurisdic-
tion were beyond the capacity of many poor
states, even in territorial waters. In many
ways, the 1982 UNCLOS was unprepared for
the fact that “failed states” might facilitate
considerable problems for maritime safety.
Thus, the increase of the scope of coastal
state jurisdiction also increased the scope of
the problems of failed states. It is no exag-
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geration to claim that the problems in some
states increasingly became internationalised
in the process. Between 1984 and 1999, the
IMO has compiled 1587 attacks by pirates
worldwide; presumably the actual number
is much higher. In African waters, the Ni-
gerian EEZ had the highest reported inci-
dents of piracy and armed robbery at sea.
In average, 25 cases were reported each
year. Another problem area is the Malacca
Strait, one of the busiest waterways in the
world that has also become one of the most
dangerous. There were 28 acts of piracy in
1989, and 50 in 1991 alone. What made the
Malacca Strait particularly important was the
fact that it is one of the busiest choke points
in the world, with more than 200 large ships
passing each and every day making it a bot-
tleneck between the Middle East and Asia.
This makes the Malacca Strait -like most
busy straits- interesting beyond the ques-
tion of piracy. With energy and safe trans-
portation being of outmost concern for the
advanced economies, it is easy to see how
non-state actors of violence at sea make for
a rather scaring scenario. In the aftermath
of the war in Afghanistan, NATO used na-
val forces to escort civilian shipping through
the Eastern Mediterranean. But what body
should take responsibility for the Malacca
Strait? There exists no international organi-
sation at present that can deal with these
waters, and Indonesia has not welcomed US
proposals for military presence in the strait.
If we sum up the number of piracy reports as
registered by the IMO during the last years
(from “Reports on acts of piracy and armed
robbery against ships”, annual reports IMO
1997, 1998, 1999, 2000, 2001, 2002, and
2003), the statistics seemingly gives us a
gloomy picture: IMO reports on acts of
Piracy and Armed Robbery against ships




What then of terrorism at sea? One of the
post-911 concerns regarding terrorism at,
or from, sea was the possibility that the
enormous traffic of containers on ships could
facilitate an attack with weapons of mass
destruction. Such a device, it is feared, can
be secreted aboard a ship and carried into a

major port. The problems of physically
searching the hundreds of thousands of con-
tainers that arrive in large ports are sub-
stantial, if not impossible. Furthermore,
maritime transports itself could be used in
numerous ways. The terrorists could cap-
ture a large merchant ship, such as a laden
tanker or gas carrier, and use the ship as a
weapon, to cause a huge explosion or vast
pollution in a port or populated area. This
prospect has led the United States to tighten
security in the container movements and to
stricter ship movement controls being im-
plemented by the US Coast Guard.
Then there is a general concern about the
potential for an attack upon a ferry or a
large passenger ship, either caused by a
bomb planted aboard, or an attack by an
explosive-laden craft such as the one that
caused devastating damage to the USS
Cole. Thirdly, it is not totally unfeasible that
“terrorists”, could attack offshore installa-
tions and pipelines. While this would require
some equipment and trained personnel, the
economic and environmental effects of such
attacks could have significant political impli-
cations. All these scenarios and the coun-
termeasures that were partly applied in the
aftermath of the 911 attacks, nevertheless
illustrate a dilemma. Precautions against all
eventualities of terrorist attacks must be
proportional, and if world trade is slowed
down because of the level of precautions,
then the terrorists have probably achieved
one of their objectives. In sum then, the
terrorist threat is partly constituted by what
two former colleagues of mine dubbed a
“terrorist-in-being” simply by maintaining
a maritime terrorism risk, protection costs
increase (The term “terrorist-in-being” was,
to my knowledge, first used by two midship-
men at the Royal Norwegian Naval Academy
in 2003. In a project thesis, midshipmen
Rakvdg and Johnsen elegantly argued that
the rise in protection costs was the major
effect of the terrorist threat, and that the
terrorists thereby achieved one of their chief
purposes.) In the past, a major concern has

been the wide variation in levels of port se-
curity. An OECD report on maritime securi-
ty, published in 2003 (“Security in Maritime
Transport: Risk Factors and Economic Im-
pact”, OECD, July 2003, pointed out that the
shipping industry had to invest $1.3 billion
that year on improved security. After all,
there are some 46,000 merchant ships and
4,000 ports around the world. With ca. 232
million container movements through the
world’s ports each year, it is possible to look
inside only about 2% of them at the time of
writing. With the container trades it is hoped
that risk can be managed by dividing cargo
into that which comes from high-risk versus
low-risk areas. Substantial efforts are being
made to apply x-ray and other equipment
that will enable containers to be scanned
rapidly. In addition to the IMO regulations,
NATO responded to “credible evidence” that
terrorist groups planned attacks on civilian
shipping in the Western Mediterranean.
Thus, “Operation Active Endeavour” also
has consisted to a high degree of regular
patrolling and escort of civilian merchant-
men in the Gibraltar Strait. In fact, the more
or less permanent increase of the use of
NATO naval forces was extended to cover
practically the entire Mediterranean in March
2004. In these waters the contours of a
new “regime” were visible by 2004. It was
not so much that the role of navies was new.
Rather, it returned to something very old
and once familiar to every state navy; pro-
tection of transport at sea from attacks by
non-state actors. Moreover, offshore indus-
try and the shipping sector saw this in-
creased naval presence as beneficial due to
the increased surveillance it represented.
The only problem, of course, is the cost of
this activity. To the modern state, operating
sophisticated naval platforms for these
tasks comes at a high price. The question is
how sustainable this level of effort is in the
long run, and whether security can be
achieved with fewer dollars spent. Could
not the tasks of naval patrol and escort of
merchant ships simply be done in a much
cheaper way? One might reasonably argue
that quantity would matter much, and much
more than high-tech quality of the ships
that are required to curb terrorism at sea
and piracy. The nature of the threat is very
different from fighting the navies of other
states. For example, The Economist in




October 2003 (http://www.economist.com/
business/displayStory.cfm?story_
id=2102424.) reported on some “acts of pi-
racy” that " these attacks represent some-
thing altogether more sinister. The tempo-
rary hijacking of the Dewi Madrim was by
terrorists learning to drive a ship, and the
kidnapping (without any attempt to ransom
the officers) was aimed at acquiring exper-
tise to help the terrorists mount a maritime
attack. In other words, attacks like that on
the Dewi Madrim are the equivalent of the
al-Qaeda hijackers who perpetrated the
September 11th attacks going to flying
school in Florida” Simultaneously, it is not
infeasible that international terrorists will
single out oil supplies as one of their major
areas of priority, since the western world is
vulnerable on this point. Indeed, such at-
tacks occurred during the US occupation of
Iraqg. A coordinated suicide attack on oil ter-
minals off the coast of Basra took place in
2004. During the first year of the US occu-
pation of Iraq, it has been estimated that
about 100 attacks on the 4000-mile oil pipe-
line system took place. Does this risk have
wider implications? An answer in the affir-
mative seems reasonable. Tamil Tigers sep-
aratists carried out a suicide attack with five
boats on an oil tanker off the northern Sri
Lanka in 2001. The French tanker Limburg
was attacked off the coast of Yemen in 2002.
The same year, a group of Saudi citizens
was arrested for planning to sabotage Ras
Tanura, the largest offshore oil loading facil-
ity in the world. It has been estimated that
if successful, such an attack alone could cut
the export of Saudi oil by 50%, and thus
send oil prices “through the ceiling”. Neither
does this scenario appear particularly far-
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fetched. Terrorist groups could easily crash
a smaller vessel into a super tanker in one
of the busier waterways in the world. When
ignited, the super tanker could cause an
area of burning oil that could shut down this
choke point for several weeks, with grave
implications for world markets. In an at-
tempt to stop such actions, navies should be
able to monitor maritime traffic in many
busy waterways. This does not necessarily
pose a fundamental problem to the US, since
it has the ability to combine high quality
with naval quantity. The question is rather
whether the European states with their
smaller navies need to re-examine naval
priorities during the next decade.

For a discussion of the naval implications,
see my forthcoming “The naval dilemma of
the early 215t Century” in The Security Policy
Library, DNAK.
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