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This brief paper explores the relationship between «Homeland Security»
and traditional arms control - in particular nuclear arms control. It takes
an increased nuclear terrorist threat as a point of departure and looks at
how this risk best could be reduced in a context of «Homeland

Security».”

The paper starts out with a simple nuclear
terrorism risk assessment and then discuss-
es the implications for «Homeland
Security». It is concluded that the best -
and perhaps only — way to reduce the risk of
nuclear terrorism is by denying potential
terrorists access to highly enriched uranium
and plutonium - the essential ingredients
of any nuclear explosive device. «Homeland
Security» thus starts abroad, through
appropriate protection of fissile material
and through the integrity of international
non-proliferation regimes.

Strong and renewed political investments in
an increasingly marginalized non-prolifera-
tion regime should therefore become an
integral and genuine part of «Homeland
Security» efforts.

Nuclear Terrorism Risk Assessments

The risk of terrorist attacks and any counter-
measures installed has to be (continuously)
monitored against the following four

Targets

Resistance

Figure 1: Dimensions of terrorism risk assesments

dimensions (see figure 1)”: Terrorists’ moti-
vations and means, and against possible
targets and resistance.

Clearly, high motivation and high technical
capability raises the likelihood of successful-
ly performed acts of nuclear terrorism.
Equivalently, low motivations and low capa-
bility would represent a low nuclear terror-
ist probability. In the complete absence of
either motivation or capability, the proba-
bility of nuclear terrorism would become
zero. Similar considerations could be made
for «targets» and «resistance», where
resistance could be viewed as both target
resistance and more broadly as a societal
resistance against future acts of terrorism:
An absence of targets, or a high level of
resistance could reduce the risk of nuclear
terrorism.

Terrorism countermeasures/security build-
ing efforts could thus focus on a) reducing
terrorist inclination to apply nuclear explo-
sive devices, b) deny terrorists the means by
raising the barriers to crude nuclear
weapon production, c) protect targets, or d)
increase (societal) resistance. While any in-
depth considerations will be beyond the
scope of this paper, these aspects will be
briefly discussed in the following.

a) Reduce nuclear terrorist motivations
Practical, strategic - and perhaps even



moral - considerations make nuclear
weapons an unlikely means to the vast
majority of terrorist groups. However, the
September 11 2001 attacks showed a dis-
turbing willingness by some terrorists to
perform large-scale, spectacular attacks.
This could in itself point in the direction of
nuclear terrorist violence. The readiness of
some groups to perform acts of nuclear ter-
rorism cannot be excluded. Highly profiled
terrorist groups like the Aum Shinrikyo and
Al Qaeda have revealed proven nuclear
weapon ambitions. Changing such inten-
tions could be challenging.

b) Reduce the technical

capability of nuclear terrorists

Acquiring nuclear weapons demands a
series of technical steps that would be chal-
lenging for both states and sub-nationals.
However, technical considerations show
that the production of crude nuclear explo-
sive devices is within reach of sub-national
groups. Technical barriers should thus not
be regarded sufficient to avoid nuclear ter-
rorist acts. (Common) notions like «it is too
difficult for terrorists» should be dismissed.
The only real barrier to nuclear terrorism is
access to highly enriched uranium or pluto-
nium, the essential ingredient of any
nuclear explosive device.

The first generation nuclear weapons were
produced nearly 60 years ago. While the
weapons at that time represented high-
tech, cutting-edge technology, today they
are not only old, but also primitive. General
designs are available in the scientific litera-
ture. Outlines of crude nuclear explosives,
capable of producing yields in the kiloton
range are out in the public domain.
Moreover, the requirements in terms of
yield, safety, delivery and performance of a
terrorist nuclear explosive are likely to be
much lower than for traditional state (mili-
tary) nuclear weapons.

c) Protect targets

The number of targets for a nuclear terrorist
detonation could be close to indefinite.
Depending on the aims of the terrorists (e.g.
large-scale killing, destruction, inflict eco-
nomical damage, black-mailing, install fear

and chaos), «any» densely populated area
would do. The need for extensive trans-
portation (across international boarders) of
the nuclear explosive device or the fissile
material could of course pose geographical
constrains. This, however, should not be
regarded a deterrent to would-be-nuclear
terrorists: Unirradiated fissile material
emits very low levels of radiation.
Detection, e.g. at border-crossings, would
be equally challenging.

d) Increase resistance

While both chemical and biological terrorist
attacks could have profound impact on a
society, the devastating effects from a
nuclear explosive device make it particular-
ly important to prevent acts of nuclear ter-
rorism from happening.

In general, chemical weapons are no more
destructive per unit weight and volume of
munitions delivered than corventional
explosives. In terms of lethality, biological
weapons may be comparable with nuclear
weapons. Modern bio-technology, if not
managed responsibly, could definitively
augment the bio-threat. However, the effec-
tive delivery of biological agents has proven
to be a challenge.

So far, there is no experience of large-scale
impact from either chemical or biological
terror. Moreover, improving primary health
care services could for instance prove to be
aviable way to increase delectability and
limit effects of biological terrorist attacks.
For chemical or biological terrorism, there is
at least an opportunity for post-attack pro-
phylaxis and protection (e.g. protective
gear).

For nuclear weapons, however, things look
quite differently. There is very little protec-
tion against the immediate heat, pressure,
radiation effects and the EMP (Electro-
Magnetic Pulses) from a detonated nuclear
explosive device. Intentional (terrorist) use
of even a single nuclear weapon in a dense-
ly populated area would leave chaos in its
wake and a massive, unprecedented public
health and environmental catastrophe. Any
post-attack prophylaxis could be in vain or
highly ineffective.



Considerations on Homeland Security

Risk reduction involves a constant balancing
and prioritisation of resources to meet current
threats through - hopefully - optimal coun-
termeasures. In this regard, the simple risk
assessment model presented above offers sev-
eral implications for «Homeland Security».

First, it seems worthwhile noticing that it is
by far more cost-effective to prevent nuclear
terrorism from happening than to deal with
its consequences. The effects of even a sin-
gle nuclear explosive device in a densely
populated area would be devastating, with
huge death pools.

Second, a lack of incentives and the absence of
motives would prevent acts of nuclear terror-
ism from happening. However, confining the
motives of the most fundamental and extrem-
ist elements - e.g. the ones potentially most
inclined to perform acts of large-scale terror-
ism, could be particularly challenging. Clearly,
the identification of the root causes of terror-
ism should remain an essential component in
the «war on terrorism». Such efforts, however,
is likely to be a long-term endeavour.

Third, the nature of the terrorist threat and
the targets, weapons, and means of deliv-
ery will change over time, sometimes in
response to successful countermeasures.
Terrorists will adapt to the defences in place
and seek the weakest known spots.
Protecting targets and increasing resistance
by protecting particular targets may there-
fore be neither prudent nor desirable - not
at least as the effects of any nuclear blast
would be devastating. This is a key factor
that should affect decisions about nuclear
terrorism threat reduction activities.

Fourth, societal resistance against nuclear
terrorism could be strengthened through
increased border-control, monitoring and
radiation detection, through public surveil-
lance or through intelligence and tradition-
al law-enforcement activities. All such
efforts are, however, literally secondary. As
such they tend to be more arbitrary, with
less known outcomes, and possibly more
costly. The primary line of defence is the sys-
tems of protection and control at the

source, e.g. at facilities and institutes in
states where fissile material is produced,
stored, or handled.

Implications for Homeland Security Policy

Neither protecting targets nor increasing
societal resistance to nuclear terrorism are
real options for nuclear terrorism risk reduc-
tion. The (admirable) goal of reducing ter-
rorist inclination is a long-term struggle
with unknown outcomes. Thus, «Homeland
Security» efforts to prevent nuclear terror-
ism should focus on denying terrorists the
means to carry out such acts of terror.

This can only be done by denying terrorists
access to highly enriched uranium or pluto-
nium, through substantially improved pro-
tection and control of the material. Here
international cooperation and agreements
are likely to play an essential role.? The
more material produced and the more
m aterial that remains unaccounted and
unprotected, the higher the risk of nuclear
terrorism.

The Nuclear Non-Proliferation Treaty (NPT)
is an international regime put in place not
only to reduce the military and political role
of nuclear weapons. It offers, through its
disarmament and non-proliferation provi-
sions, a specified scheme for the handling,
control and elimination of fissile material.
Its role, however, is becoming increasingly
marginalized inter alia as leading states
turn away from their own disarmament and
non-proliferation commitments. In the view
of key officials of the Bush-administration
«arms control is largely an agenda of the
past».

Today’s US nuclear policy - as spelled out in
the January 2002 Nuclear Posture Reviewv
re-emphasises the role of nuclear weapons
and is viewed by many as a recipe for indef-
inite retention of nuclear arms. Seen this
way, it is at odds with the fundamental com-
mitments of the nuclear weapon states -
and all other NPT parties — assumed under
Article VI of the Treaty, to work for the total
elimination of nuclear weapons. Now, the
US is in direct violation of more than half of



the 13 practical NPT steps for nuclear disar-
mament and non-proliferation agreed by
consensus by all treaty members - includ-
ing the US - in 2000. The steps are essential
for the future integrity of the treaty.

US blunt disregard of such a central multi-
lateral non-proliferation mechanism like the
Non-Proliferation Treaty is not only a huge
paradox in the «war on terrorism». It is also
a dangerous approach likely to increase the
role of nuclear weapons and the availability
of fissile materials - and thus the risk of
nuclear terrorism. The US should therefore
not only pay lip-service to the NPT, but also
ensure its own compliance with the treaty
provisions. Only this can secure the integri-
ty of the treaty and can make the NPT a
viable and strong tool in the fight against
nuclear terrorism.

In sum, nuclear risk reduction and US
«Homeland Security» starts abroad,
through genuine international political
investments - and fulfilled commitments.

Notes:

1) The considerations were triggered in part
by a recent conference called «Homeland
Security. Bridging the Transatlantic Gap», in
Copenhagen, September 19-21, 2003. The
conference was co-sponsored by the Danish
Institute of International Studies, the
Center for Transatlantic Relations, and the
Norwegian Institute of International Affairs.
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For references and background information
to the paper, please contact the author at
mbm@nupi.no.

2) The risk assessment model is based on

the excellent presentation by Dr John-Erik

Stig Hansen at the abovementioned confer -
ence.

3) Clearly, this will be challenging after
years of nuclear state autonomy and the
production of excessive stocks of fissile
material. Some 3000 tons - three million
kilos - of weapons-useable material have
been produced since the dawn of the atom -
ic age. And the production continues in sev -
eral states.

4) For declassified excerpts of the Nuclear
Posture Review report, submitted to
Submitted to Congress on 31 December
2001, see
http://www.globalsecurity.org/wmd/librar
y/policy/dod/npr.htm
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